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The views expressed by the presenter are solely the views of the presenter and do not necessarily reflect the views of General Atomics. General Atomics is not providing 
contractual direction and does not guarantee the accuracy of the data in this presentation and accepts no responsibility for any financial or other consequences arising 
from the use of such information. Any opinions or conclusions provided shall not be ascribed to General Atomics.
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Agenda
• Introductions
• Compliance with Regulation
• CMMC 2.0
• Supplier Resources
• Questions



Introductions

Welcome to General Atomics (GA) Supplier Day 2024.
The session presenters are Kevin Pyle and Sydney LaCroix.

This session is moderated by Kylee Lockwood.

A short question and answer period will follow the presentation.



Introductions (cont.)

Kevin Pyle has been with General Atomics for 5 years. 
Starting as a compliance specialist, he focused on 
understanding government regulations and internal GA 
policies and procedures. Shortly after he started, he began 
to focus into Cybersecurity regulations, how cyber threats 
impact the defense industry and how we can help to 
better secure our infrastructure to protect against these 
threats in the midst of this cyber threat evolution. He serves 
as a GA’s cybersecurity for Suppliers subject matter expert; 
and currently supports Process Excellence where he helps 
to architect and implement best in class process.



Introductions (cont.)

Sydney LaCroix has been with General Atomics (GA) for seven 
years. She began her time at GA as a Business Systems Analyst 
intern in the Facilities department while she finalized her 
Computer Information Assurance degree at Cal Poly Pomona. 
Eventually, she transitioned to the GA-ITS department with a 
focus on Cybersecurity compliance, end-user awareness and 
training, and risk management. A large part of her role is 
ensuring that the Company stays secure and compliant, while 
fostering a strong cybersecurity and risk-aware culture!
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Cybersecurity

Session Overview
In this session, we will explore the evolution of cybersecurity, where we are today and what is 
coming. Cybersecurity is ever evolving is it is important that we remain vigilant in our 
understanding of the policies and procedures in place to ensure the safety and protection of 
our technical information. 
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Cybersecurity Evolution



Cybersecurity

What is Cybersecurity?
Cybersecurity is the practice of
defending computers, servers, mobile devices,
electronic systems, networks, and data
from malicious attacks.

Confidentiality
Integrity

Availability



Cybersecurity

FAR 52.204-21
Basic Safeguarding of 
Covered Contractor 
Information Systems

Flowdown

Self-Attestation

DFARS 252.204-7012
Safeguarding Covered 

Defense Information and 
Cyber Incident Reporting

DFARS 252.204-7020
NIST SP 800-171 DoD 

Assessment 
Requirements

Self-Reporting

Certification

CMMC

2018 2020 2025?2016

DoD Cybersecurity Evolution



Cybersecurity

• The standards today are preparing us for the CMMC. 
― Federal Acquisition Regulation (FAR) 52.204-21 “Basic Safeguarding of 

Covered Contract Information Systems”
• Mandatory flowdown in contracts, 15 basic security controls

― Defense Federal Acquisition Regulation Supplement (DFARS) 252.204-7012 
“Safeguarding Covered Defense Information and Cyber Incident 
Reporting”

• Self attestation of System Security Plan outlining the implementation 
of NIST SP 800-171 Rev. 2

― DFARS 252.204-7020 “NIST SP 800-171 DoD Assessment Requirements”
• Contractors' self report their score based on the NIST SP 800-171 

requirements
― DFARS 252.204-7021 “Cybersecurity Maturity Model Certification 

Requirements”
• Contractors will be audited in accordance with CMMC requirements

Flowdown

Self-Attestation

Self Report

Audit
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Cybersecurity Maturity Model Certification (CMMC)



Cybersecurity

•All subcontractors are required to meet 
the cybersecurity requirements for 
handling of Federal Contract Information 
(FCI).

•Subcontractors should be fully compliant 
if subject to DFARS 252.204-7012.

•Subcontractors shall add their assessment 
scores into the Supplier Performance Risk 
System (SPRS).

•Subcontractor should be fully 
compliant if handling Covered 
Defense Information.

DFARS 
252.204-

7012

DFARS 
252.204-

7020

FAR 
52.204-21

DFARS 
252.204-

7021 
(CMMC)

• All other subcontractors, COTS providers 
exempted, are required to demonstrate their 
commitment and capacity to meet CMMC 
program requirements by early to mid-2025.

• Subcontractors handling 
Controlled Unclassified 
Information (CUI) are 
required to demonstrate 
their commitment and 
capacity to achieve CMMC 
Level 2 compliance by early 
to mid-2025.

Initiating a new supplier 
relationship with a supplier 
that will be subject to, but 
cannot demonstrate their 
ability and intent to 
achieve compliance with 
CMMC, represents an 
unacceptable risk to 
General Atomics and its 
contractual obligations to 
its customers.

Expectations



How can IT organizations prepare for CMMC?

This  is  worth 110  points  in NIST 
800-171A Scoring  Me thod ology

System Security Plan! (SSP)

A Re g is te re d  Provid e r Organiza tion 
(RPO) re ad ine ss  asse ssm e nt can 
he lp  p re pare  for CMMC

Consider a CMMC RPO Assessment

Ensure  som e  form  of MFA is  
e nab le d  for ne twork acce ss  and  for 
p rivile ge d  accounts

Multi-factor Authentication (MFA)

This  can he lp  she d  light on the  
type s  of e vid e nce  ne e d e d  for e ach 
re quire m e nt

Review the CMMC Assessment
Procedures (CAP)

Make  sure  your busine ss  partne rs  are  
aware  of the  re quire m e nts , e spe cia lly 
those  tha t fa ll outs id e  of IT

Engage the Business!The  NIST 800-171A Asse ssm e nt 
Me thod ology is  a  g re a t s tarting  point 
for a  se lf-asse ssm e nt and  id e ntifying  
pote ntia l gaps

Leverage NIST 800-171A

Docum e nt and  know how your CUI 
flows in and  out of your e nvironm e nt, 
and  inc lud e  in a  d iag ram  of your 
asse ssm e nt bound ary

Data Flow & Assessment Boundary

Ensure  p rope r e ncryp tion of CUI, using  
FIPS 140-2 valid a te d  m od ule s , to  
p rote c t d a ta  a t re s t and  in transit

Encryption
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Cybersecurity

Supplier Expectations

•Supplier Code of Conduct
Cybersecurity: Suppliers will respond vigilantly to the growing threat of cyber warfare and 
will proactively secure virtual and physical hardware according to industry best practice 
and regulation; while reporting and mitigating any compromise of systems or information 
in accordance with contract terms.
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Supplier Resources



Cybersecurity

Thank you

Questions?
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