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GA Supplier Day 2022
Cybersecurity Corner Breakout Session

The views expressed by the presenter are solely the views of the presenter and do not necessarily reflect the views of General Atomics.  General 
Atomics is not providing contractual direction and does not guarantee the accuracy of the data in this presentation and accepts no responsibility 

for any financial or other consequences arising from the use of such information.  Any opinions or conclusions provided shall not be ascribed to 
General Atomics.
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Cybersecurity

• Agenda:
• Introductions

• Powerful Partnerships

• Compliance with Regulations

• CMMC 2.0

• Supplier Resources

• Q&A
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• Presenters
• Will Cannon, Director of Business Operations, Contracts, Procurement and 

Proposals Management

• Sydney LaCroix, Cybersecurity Risk and Compliance Manager, Information 
Technology Services

• Kevin Pyle, Project Coordinator, Contracts, Procurement and Proposals 
Management

• Note Taker
• Jayla Peterson, Department Administrator, Contracts, Procurement and 

Proposals Management

• Facilitator
• Will Cannon, Director of Business Operations, Contracts, Procurement and 

Proposals Management

Introductions
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Powerful Partnerships

Cybersecurity
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Powerful Partnerships are built upon mutual trust. We trust that GA 

Suppliers will take all appropriate measures to combat the growing 

threat of cyberattack; and will implement the controls and processes 

necessary to safeguard information under their control while reporting 

and mitigating any compromise of systems or information in 

accordance with contract terms and industry best practices. 

Together we can maintain secure environments for our nation’s most 

critical advantage: information.

Powerful Partnerships
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Cybersecurity Evolution

Cybersecurity
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What is Cybersecurity?

Cybersecurity is the practice of

defending computers, servers, mobile devices,

electronic systems, networks, and data

from malicious attacks.

Confidentiality

Integrity

Availability
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FAR 52.204-21
Basic Safeguarding 

of Covered 
Contractor 

Information Systems

Flowdown

Self-Attestation

DFARS 252.204-7012
Safeguarding 

Covered Defense 
Information and 
Cyber Incident 

Reporting

DFARS 252.204-7020
NIST SP 800-171 DoD 

Assessment 
Requirements

Self-Reporting

Certification

CMMC

2018 2020 2023?2016

DoD Cybersecurity Evolution
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• The standards today are preparing us for the CMMC. 
― Federal Acquisition Regulation (FAR) 52.204-21 “Basic 

Safeguarding of Covered Contract Information Systems”
• Mandatory flowdown in contracts, 15 basic security controls

― Defense Federal Acquisition Regulation Supplement (DFARS) 
252.204-7012 “Safeguarding Covered Defense Information and 
Cyber Incident Reporting”

• Self attestation of System Security Plan outlining the 
implementation of NIST SP 800-171 

― DFARS 252.204-7020 “NIST SP 800-171 DoD Assessment 

Requirements”
• Contractors' self report their score based on the NIST SP 800-171 

requirements

― DFARS 252.204-7021 “Cybersecurity Maturity Model 

Certification Requirements”

• Contractors will be audited via Self reporting/Third 
Party/Government in accordance with the NIST SP 800-171

Cybersecurity: Network Security

Flowdown

Self-
Attestation

Self Report

Audit
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• Updates to the FAR are anticipated to take place to include more 

stringent cybersecurity requirements, similar to those in the DFARS.

What’s Next?
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Cybersecurity Maturity Model Certification (CMMC)

Cybersecurity
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Cybersecurity Maturity Model Certification 
(CMMC)
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CMMC 2.0
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Requirements

I’m a company that handles CUI…how do I prepare for 

CMMC Level 2?

System Security 

Plan (SSP)

Engage with 

DIB/Peers

NIST SP 

800-171A

Multifactor 

Authentication 

FIPS-140 

Encryption

Documentation 

and Policies

Start Here
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• Small Business Impact:
― Section 848 requires the DoD to examine the potential impacts of CMMC on 

small businesses and deliver, within 120 days, a report, specifically detailing: 
“(1) the estimated costs of complying with each level of the [CMMC] 
framework; (2) any decrease in the number of small business concerns that 
are part of the defense industrial base resulting from the implementation and 
use of the framework; and (3) an explanation of how the DoD will mitigate the 
negative effects to small business concerns that are part of the defense 
industrial base resulting from the implementation and use of the framework.”

CMMC Small Business Impact
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Supplier Resources

Cybersecurity
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• Supplier Code of Conduct
• Cybersecurity: Suppliers will respond vigilantly to the growing threat of cyber 

warfare and will proactively secure virtual and physical hardware according to 
industry best practice and regulation; while reporting and mitigating any 
compromise of systems or information in accordance with contract terms.

Supplier Expectations
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Supplier Resources



Copyright © 2022 General Atomics. All rights reserved

Supplier Resources
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Questions


